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EMERGENCY READINESSEVALUATION

An annuad emergency readiness evauation will be conducted on al Continuity of Operations Planning
to document their status. The evaluation will be help determine plansin place and identify planning
that remains to be done. The evaluations will be conducted by members of the Resource
Management Staff through focused interviews with planning managers and project specific staff
and/or support, if deemed necessary. The evaluation will be conducted through the series of attached
guestionnaires, which will require completion and delivery before the scheduled panel discussion.

The following ingtructions are provided to assist the responsible operational service or LAN disaster
planning manager in answering the evaluation questions, and aid in the interview process.

The questions should be answered "Yes," "In Process,” or "No," by placing either an"X" or "/" in
the appropriate box.
1. A YES(Y) answer indicates that the item in question exists, is adequate and is current, etc.
2. AnIN PROCESS (I P) answer indicates that the item exists but isincomplete, out-of-date etc.
3. A NO (N) answer indicates that the item does not exist at all!
If a question does not apply because of "NO" answer to a previous question, answer "NO." For
example:

a. Isthere a formal written disaster recovery plan? NO

b. Isthere aformal distribution list for the plan? NO
Answers to the questions will be analyzed and the progress of planning will be determined. The

status of emergency readiness will be reported to the Office Director.

The evduation questions may be used to develop an action item list for the continuity of operations
action plan. The action plan will be updated quarterly.
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EMERGENCY READINESSEVALUATION

CONTINUITY OF OPERATIONSPLAN DOCUMENTATION Y IP N
e |sthere aformal, written continuity of operationsplan? .............c.c.covveen... OO O
@ Istheplanin @ectroniCform?. . ... ... OO O
e |s there one person responsible for maintaining theplan? ....................... OO O
e Isthere aformal distribution listfortheplan? . ..............cciienneen.... OO O
® Does everyone on the distribution list have a current

COPY OF tNE PIAN? . . oot OO O
e |sthe plan readily available if adisaster isdeclared? .. ......................... OO O

CRITICAL SERVICESLAN APPLICATIONS

Y IP N

® Has each operational service or LAN application been assigned a

priority within its operational environment? .. ...........c.ourrreeneneneenn.. OO O
® Has the cost/loss to the agency of not restoring the service or LAN

application been determined? . . .. ...ttt OO O
® Have date and time constraints on restoring each service or

LAN application beendetermined? . ...t OO O
® Has the impact of not restoring each service or LAN application

for aday, week, month been determined?. . . ..., OO O
® Have dependent carriers/vendors, or processing dependencies been

identified for each service or LAN application? . ............oveeeeeeeneeann.. OO O
® Have legal and contractua restraints, if any, been identified and

addressed for each service or LAN application? .. ..., O0Ood
e Have al emergency readiness requirements (hardware, software,

data, etc.) been determined for each of the highest priority

services or LAN appliCationS? . ... ......oouiiiii i OO O
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EMERGENCY READINESSEVALUATION

BACKUP FACILITIES & PROCEDURES Y
® Are backup files maintained at asecondary SIt€? . .. ... ... O
® Areduplicate program filesstored off-site? . .......... ... ... ... ... O
e Are duplicate copies of documentation maintained? ................c..oeiio.... O
® Are copies of documentation stored off-Sit€? .. ... O

® Are backup copies of documentation reviewed periodicaly to

assure applicability? . . ..o O
® |s abackup service facility, contingent operations mode or

backup LAN @vailable . ... ........ootei e O
® |sthe backup service facility or LAN in adifferent room

or building than the primary facility or LAN? .. ... ... O
® Can the backup facility handle the current workload? .. ........................ O

® |f no designated backup exists, is there access to
another service facility, carrier, or LAN? . ... ... 0 O

® |s an implementation plan available for use of backup facility,

Carmier, OF LAN? oo e O
e Have formal contingency plans been developed for service facility
or backup Capability? . . ... O
2

O O 0O O
O O 0O O

O
O
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EMERGENCY READINESSEVALUATION

CONTINGENCY PROCEDURES Y IP N

® Hasit been determined if manual processing of each critical

service function or LAN application isfeasibleand necessary? . .................. OO O
® Arethere formal, written manual operating procedures for

each such critical serviceor LAN application? . ..., OO O
® Arethere formal, written procedures for resuming operating

services and L AN-based applications after manual processing? .................. OO O
® Have al manual processing proceduresbeentested?. .............ccvvvveen.... OO O

e Have al procedures for resumption of operational services
and LAN processing been tested? . ... ... OO O
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EMERGENCY READINESSEVALUATION

RECOVERY PROCEDURES Y IP N

® Have disaster recovery teamsbeendefined? ..., O0Ood

® Does each recovery team have specific written responsibilities
and proceduresto FOllOW? . . ... ...ttt O0Ood

Do recovery procedures cover each of the following:

® Retrieva of al necessary files documentation etc. from

the Off-SIte VaUIt? . . . ... O0Ood
e Activation of abackup facility, carrier or LAN if necessary? . ...........c.ovven... OO O
® Transportation of personnel supplies etc., to offsite

AtErNatives, If NECESSANY? . . . ..ttt e ettt OO O
® Establishment of necessary communications and

telecommUNICatioNS lINKS? . . . ..ottt O0Ood
® Copying backup files and programs to the backup alternative? . .................. OO O

® Specific instructions for recovery of each service function
and critical LAN @ppliCation? . . .. ... .oote ettt ettt OO O

® Running atest to verify proper performance of hardware,
software and communication/tedlecommunications links? . ...................... O 0O Od

® Determining a schedule for interim restoration of service
functions and processing of critical LAN applications? . ...........c.cvvveeenn .. OO O

O LiaiSONWIth USEIS? . . . oo oo et e e e e e e O0OQd

® Return to normal operations and processing when the primary
sarvice facility or LAN isfully restored? . ........ ..., OO O
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EMERGENCY READINESSEVALUATION

EVENT DETECTION

Y IP N

® Are there specific procedures for responding to emergencies

(fires. bOMD threatS €1C.)? .. ...\ttt OO O
® Are emergency procedures readily availablein the service facility? ................ OO O
® Do emergency procedures include actions that pertain specifically

to the operational serviceor LAN data? . .. ..., OO O
® Do emergency procedures specify persons to be contacted and

their AEENAES? . . . . e ettt e e e e O0Ood
® Are there procedures or guidelines for escalating problems or

INtErruptions to diSaster StAtUS? . ... ..o ottt ettt OO O
MANAGEMENT PROCEDURES Y IP
® |sthere one person with management responsibility for

AISASIEY TECOVEIY? . o oottt e e e e e e e e e e e OO O
® |sthere one person responsible for coordinating recovery

OPEAHIONS? . ..ottt OO O
® Have recovery operation teams been defined, staffed and trained? ......... O0Ood
e |sthere a procedure for notifying the disaster managementteam? . ................ OO O
® Have specific locations been identified, either on-site and

off-site (or both) to use as control centers for directing

FECOVENY OPEFAONS? . . .\ vttt ettt e e e e e e e e e e e e e OO O
e |sthere a procedure for conducting damage assessment? . ..............oeenn... OO O
e Have the persons responsible for damage assessment been identified?.............. OO O
® |sthere a procedure for notifying the recovery LAN organization

and mission-essential service usersof stepstobetaken? ....................... OO O
® |sthereacurrent list of service facility and LAN personnel

PRONE NUMDEIS? . . . o o ettt e e e e e e e e e e e e OO O
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EMERGENCY READINESSEVALUATION

INVENTORY

Isthere a current inventory of each of the following resources:

Y IP N
O HardWare . .. ...ttt OO d
e Communications and telecommunications COMPONENtS . . . . ..o eeeeeenn... OO O
® Dataentry devices, if reqUIred .. ...........oiireinei i OO O
O FIMMWEIE . ...\ttt ettt e e e e e e e OO d
@ SOMWEIE . ...\ttt ettt e e e e OO d
O Dala . ..o OO d
@ SUPPIIES © . . OO O
® Does the inventory show which items are needed for critical
service functions and LAN applications? .. ..., OO O
® |sthere alist of dependent carriers, hardware, software and
Other SerVICeVENAOIS? . . . ..ottt e e OO d
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EMERGENCY READINESSEVALUATION

TRAINING
Y IP N
® |sthere a systematic program for training on the continuity
Of OPErAiONS PlAN? . . . oottt e e e e e e e OO O
® Are records kept of which employees have received continuity
Of OPEraioNSTraiNING? . . . o vttt et e e e e e e e e e e OO O
® |sthe training program revised based on the results of
FECOVENY tESIS? . . . o ot ettt et e e e e e e e e e e OO O
® Are service facility and LAN staff given crosstraining? .............c..ovvenn... OO O
e |s the continuity of operations plan used asthe basis for training? . .. .............. OO O
TESTING
Y IP N
e Have the contents of the offsite vault been tested for adequacy
WIthINthE PaSt YEAI? . . ..ottt et e e e e e OO O
® Are there procedures for testing restoration of services using
inhouse service or LAN facilities and off-site files and
AOCUMENEAIION? . . . o oottt e e e e e e e e e e e e OO O
® Have recovery procedures been tested within the past year using
inhouse facilities and off-site files and documentation? . . . ...................... OO O
® Have recovery procedures been tested within the past year using
backup facilities and offsite files and documentation? . .. ....................... OO O
MAINTENANCE
Y IP N
® |sthere a schedule for review and revision of the continuity
Of OPErAiONS PlAN? . . . oottt e e e e e e e e OO O
® |sthere a procedure for initiating revisions to the continuity
Of OPErAiONS PlAN? . . . oot et e e e e e e OO O
@ Are the results of testing reviewed for training implications?. ... ................. OO O
e Arethe results of training reviewed for planning implications? . .................. OO O
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